DT (Complexity science) ®
JROEIFEIR—DVT)RI)~DIE

)<

i

20124108248
JARIPTHES
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= BHTEOHFDRH

Introduction
Systems

Risk Appetite
Emerging Risk

o JROEAL DX D 4E R EFREE (Construction and Verification of

a Tree of Risk Evolution)
« Case Study: 7AILSUREEEDNEXFHFDORIESH#
Summary
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ABZBNT D) —FR—/—[2D\T

i = Title

— Areview of the use of complex
systems applied to risk appetite
and emerging risks in ERM
practice

The Actuarial Profession

BY N. ALLAN, N. CANTLE, P. GODFREY
AND Y. YIN

= Author
— N. ALLAN
— N. CANTLE,
— P. GODFREY
— Y. YIN

Presanted to The instiute and Faculty of Actuaries 28 November 2011 ( London)
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Y —FR—/\—E L D #Z 4%

« RETHF27U—IZERME  BIZRBEI5—(251T 5. RENT
LR
- TOFaT7)—DERFLRRBRIZT vb
- OBPIREDBBIEY. EROEPIBLERAT HFvo R

» 2010 ~2011FICERMIZEAT HFAE-ARZTIRET HSHHITESR
FXlT. Y —E X2 —I% 9 BHiRL W ERE BIAf{EZ D
HE-RAROT—IEHE

= Milliman&Bristol, Bath KZ M Systems CentrehN :EFE SN 7=
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ﬁﬂi*’& 31% &) rohf: ﬁ:ﬁf’E

» LITFN2DONERMIZEE T ARE:

EEIEN)RIEIF 1%, TDT IR T YD EBRIGR TRIT LN IT4
WELWOHERZTDICHFER. EOXIITERL. FRAINIEKIH?

ZIFMEELIZ<LV R4 (Hard to define risks) 12 E D &SI125RHL
ST EN? EDLSBFHENH T BHELEDESTHEZZDH?
CDBREIEE L WalkerLIR—FOHNBTEAIL. Tv—IUTUR
DIELUIZEER) RV DM EICET AEBIGETFEALEEDITLHIEN
TEHTHDS
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HECNSHARIRED

« [YREWF ITBEEFTEZOMO—IILLT,. ZOEERRDOTE

ESrxr—TaHEIC#FT LD
— EFVOOT. ENTNDEEFTFOEZENFIHDMN?
— ESPOT.HBEFAD)RILANILHAHDDM?

» IX—VJYRY
- JLXTI)LFDRE
— W=B&ETHIZTFIVI-RTU?
- AIZRELRVLDAHIGENEDZE, ES5P>TENDDMN?
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WalkerLiR—k&l&

» REIRFFEDL. EREEICEITONNFT O RDEEZET I 1vbk-
DA —N—IZFRIEL. 2009F 11 A [CV+—h—#ESE (Areview
of corporate governance in UK banks and other financial
industry entities final recommendations) &/ 3

= 181E DL R—kehl) X 9:FE 47 (Risk appetite) |1Z301&!
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WalkerLiR—hkTCHlmESh =Y R ORIT 1EFEDF;

The approach to some form of calibration of risk appetite might include
one or a combination of:

Preferred risk asset ratios
Value at risk
Target agency ratings for the entity

A system of risk or exposure limits including metrics for the range of
tolerance for bad and doubtful debts through the cycle

Concentrations in risk positions
Leverage ratios

Economic capital measures and acceptable stress losses and the
results of stress and scenario analysis

Hi 8 : A review of corporate governance in UK banks and other financial industry entities, Final recommendations, 26 November 2009
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Systems
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JRIDIELLR A (The Right Perspective)

10

TEDLANIILTERIGI)RAVEREDFERZRST=OIZIE:

TAIEER S TR NIEESE0
ZABIZEIS LA F ISR S AL

JELR 2 (25t L TE % (Cope with non-linearity)
S24&0/\A1 7 X (Cognitive biases) DIFEZ RIS

. - -
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AT (Systems)

11

VATLOMEIZE ST, BHLERBEDO R TET A ENEZ NS
T (E (F—T %) NEHE G % (Complex adaptive system) | Tdhd

FAFME: HIF-F 4 (Emergence) ; @5 (Adaptation) ; JE#R R (Non-
linearity)

WENWALERGHDH TLIARSINA TS
VAT LWRDY—ILIZKY:

WNODOHLHMEZHFELERETSES

EDEIIVRATLN, TOEBRERDE-HAHEERICK>TT—VT 50 EE
g BHEMTES

BRH530DNDRAEE—#IZ DS TEMNTES (Link different perspectives
together)
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VAT LA (Introduction to Systems)

Output

Input

BB EHID/=00/Z46F tE#i L /-fE L Z % (Components) DEFY

. L) Milliman



AT LA (Introduction to Systems)

Input

7 (Complex System) — Tr—f,/Vwo, ISR TFLE
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AT LA (Introduction to Systems)

Input

Input

B % (Complex Adaptive System) — #ZEEZ1L

14 L) Milliman



8% (CAS: Complex Adaptive System) D%

= BE9%#ED (Has a purpose)

= 138 (Emergence) — &84 (Sub components) A > TLVELVFHE 21K
(The whole) A3 D

= B2 ##1E (Self Organization) — #&i& (Structure) & [EfE (Hierarchy) &
B, BEMIZERT S, LALYDRAVMISHFEY L

MEERATET74—FN\vIIIL—T — EREOEEDRE
ERXIIRT S ERETHEER

BRIE (Collapse) DB [ZEx#E s (Tipping point) LA EH S DIER
(Critical complexity limit) AR 55

EEL . BEDREMNEE (Evolves and history is important)

JRE EIRIED DIEAY ALY 2Ly (Cause and symptom separated in
time and space)

. - -
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JRO~DIt A (Applied to Risk)

= YRDXFEAE B3 E G R (CAS) DREFEDEN

s YROF, ZADERDEMTHEERZFL. BFRlZzNTTHIR
95—Do0O7AER

= 1) R 71213 2 E 7% 451 (Multiple-characteristics) H' & %
» YRYIZIFBELREENH S
= YR EEMIZIE A/ N1 7 X (Human bias) D334

= IX—DUTYRIITBED /ZTA/\77J- <> A (The past
system performance) M —2 D #EE - £ A (Function)

. - -
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BEEMDLAIL(Level of Understanding)

Jefx
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Risk Appetite
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1) 241# 17 (Risk Appetite) — CDFETHDES

19

FMEEE=T1EODREDERD—HICELFIGIEETTELH
Eh\f&b\;t

VRV =2 FIZEoT —EDAIREEDHRICEFTLLIAZVGER (A
R)WNE ihé?f fE RIS IN RS

VRVEF=TBoDEEEZEZERT H_EICEHELT—EDHEEA
|ISERE LT EREMZZR T HEeERLHERT ST E(Our
comfort and preference for accepting a series of interconnected
uncertainties related to achieving our strategic goals) |

ROy =REFDEENT/NT+—I U RE#FTH=6
[ZERTE SN SIEE L DHIPRE (Operational restrictions)
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E

A 7R EEEE (Idealized Heating System)

» BEOLGEW—HERETOEEZZ A5, ERDEFFIXHLIGLD
HLERIALIRLNAN - -

2 L) Milliman



REDEFEEE (Real World Heating System)
 KEE L DZEREE R HENDNBHERIEN - -

Cost of energy

Minimize
energy use

Gaige \
e f

Environment

21 L) Milliman



Cost of financial resources

Optimize
financial resources

RISk

Environment

2 L) Milliman



My T M) REEF (From the top)

= 1) 9F T DRIt FEEFE (Dimensions of risk appetite)

— IN\NTURU—k

- REGEN“ IO

- LEaT—2ar P EE D IEI475 (Non-financial) ZE&
= ERiH1% = (Board) M EE G {E X 2 (Key value) AL

= JRODEFBRE LR R %A (Express acceptable amount and
sources of risk)

. - -
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My T M) R EF (From the top)

Pl

* BEORRICEVWTAARM TERDODICT R ERZEHEFTFI A
EXMMERIIEELTLS

" 5F([C—EDANUEDERTE, Da{ELBBBIR T ITERDODIZ+
NEEREMFIT HOLEMMBRITBPELTNLS

" BEDKRICENWT, GTEERYRBZERIT S

s J0FIZ—EDARUEDETH, DIEKELETBID75% DN T ZEF
95

 TEREBRISDHEEHOLEAaT—avItEET A EHHoTIE
YA A

. - -
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YR ZEIFEEZSH L TORE

ATy rEShET7TIVaVE

EHREA VTV E BRRCHEELGECHSA V25 9ay L) R BRFOEENT
HHTIBENDHS... (Multiple complex adaptive SREBENREARIND

interactions) O 7AERERT...

CHIETRERIIZ, IR KXELS, G % HHIREE
(Multi-objective optimization) THBEL/EFFIZ, EDIAAA—LNDHELEZ S

’ L) Milliman



JARAFEFORBERICIE

» LUTFDRIGREREEIRLI=D...
— R DEKTERE R (Non-linear dependencies) [Z X%t i
— @t (Adapt) EFE (Learn)
— BEVEFRBEDRMGEIZ 2= — 3 AV AlEE
— WE/LUNSEFE I F AT RE

. - -
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JZ7ZIFD T A+t X (Risk Appetite Process)

27

FHEEMMNEREELSE X BIED S E (Agree business goals for which
uncertainty matters)

ENFEITOAREEMZEFRTESH M 51 (Describe how much
uncertainty you are comfortable with)

THEEMEDORREZ4EE (Identify the possible sources of uncertainty)
AT LD ENMEZEEE R (Describe how that system works)
LFELOVAEEEDOHET/NT+—T U REMHFTHI)IVNEERTE
(Establish limits which maintain performance within desired range of
uncertainty)

)R 275 8e 1 (Risk capacity) DBIE EV X 7EIFIZx T 5. TDFAZE
(Utilization) BIEDH AL
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JRHZBIFOTALR — 8%

\
O FtE LDHER
@ FFrRSNAHER =]:y]
© REDME

J

TE%&@

Lo N
55)53% é{é%%%é

YR ZZEIFIZXL T, YX 72 ZFET (Risk capacity ))& V/—X D

FI/ /5 (Resource utlllzatlon) FHTT D10/

2 ) Milliman



A ER (Cognitive Maps) &lE

= YROIZH DB T702—RTDEEET 7Lz D
. FXL—3F LRSI D Cognitive Map

1L.ARL— 3O R
O.REMNT
AREYIDFTvY

8.EX#MMmICZED 428 % ITD
Bad L e ettt L BT +5

2 L) Milliman



A& E R (Cognitive Maps) D

» EFRICKDIRVDEFEZER  RUVIEHENBELG/—FERET
AL S F #7353 #7 (Local/Global)
= ZRBA(X100%EHRHREE R D = “FowT(Gaps) DEE
(Full non-linear description)
= I =55 1F3y% X (Dynamics)
» SRR THAEHE DRE

» NAT ADMERLEE » FEGAOT—2—M5IHL

. - -
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A ER (Cognitive Maps)

Y2 707 4—/LD
SER 7 EC0 OREZ D
XL FIVvIXRE

DELETCEHNTES

” L) Milliman



AEER DS Bayesian Network ~

= Coghnitive MaplZREAEHEERE ANAATZED

1 Operational loss

2 Systems unavailable

3 Staff error in

Yes 4 3.086%

T DN

7 Staff make mistake 9 Check carried out by

8 Business interuption
5 Staff not experienced
No 95%
No 58%

Yes45%

6 Many transactions Yes 42%

No 80% \ 4 Staff training

No 70%
Yes 48 20%
Yes 30%

- ) Milliman



My ThD) X2 (From the top) — B8

Pl

* BEORRICEVWTAARM TERDODICT R ERZEHEFTFI A
EXMMERIIEELTLS

" 5F([C—EDANUEDERTE, Da{ELBBBIR T ITERDODIZ+
NEEREMFIT HOLEMMBRITBPELTNLS

s BEOIKRIZBWT, STEESYIRZFERFT S
s J0FIZ—EDARUEDETH, DIEKELETBID75% DN T ZEF

95
 TEREBRISDHEEHOLEAaT—avItEET A EHHoTIE
YA A

. - -
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RO DiRE (Sources of Risk)

* KRS DEZEE AV DIRERE

R—FLANLD
YR &L [

B/S Risk P/L Risk  Reputational Risk}

X X Y _
® ® o ooe

Credit Market Liquidity Underwriting Ope Ope Ope
(Life) (B/S) (P/L) (Repu)

- TNTNDIVRINEHEARDBIS, PILPLEAT—2avIZER 5%
B4 BAR-UVEET )L (Capital/profit modeling) Yo FHZR 0 1|
(Expert judgment) 5 &L TR E

— LYIIEMAROHMEA—RIZLTH, TOHT—E2D o =B IZ“F
= H Al HE

. - -
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RO DIRER (Sources of Risk)

[ ) é Y
= Credit: = Market:
— Reins cpty — Equity
— Distribution cpty — Credit spread
— Derivative cpty — Inflation
; J — Foreign exchange
L ) — Interest
[- Liquidity )
4
S AR
( -
I
] h |
i o e M #g
() &EDES G
e S ———

- ) Milliman



RO DIRER (Sources of Risk)

~

= Underwriting (Life): )

Mortality
Longevity
Expenses
Lapse

[ ——————T

36

(™

e

= Operational:

People
Processes
Systems
Reputation
Legal

Strategic
External events

) Milliman



RO DiRE (Sources of Risk)

n 1) 254514 (Risk characteristics) &) XV $84E (Indicators) &) >4

TAHETILDSERK
N
& O

Implemented in AgenaRisk

. - -
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YR DIRER (Sources of Risk)

» SR ESEAIHTE (Capture multiple influences)

$E(ZF NY XD EF—DLILED Y X I 4F1HE(Z
)220 3 B154Z (Indicators) &7 8

Implemented in AgenaRisk

. - -
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JROBIF DM TERMNLZERUDITS

= ZDANEY (Cognitive) 1,0 ET —2IZE DL V= (Data-driven) A& ®D
HAEHEEFIETS

= ZR4N#E1E X (Cognitive mapping) ALV T. AR O HEEF

s FBRELTOET I, ZOERERE (EFR. BEEH. RHGD
HIEEF)DEREPRFZMNILDFEETHS

» COFIEFEIFVRIEI AL —D B 2 (ORSA) ©FEXR
ETEREDNTAERIZHAAL ZEMNTES

» IR —T DRNEET ILIZBBREIZ D
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)X BIFDEKTE (Setting Appetite)

= RATT U yhT—% (Bayesian Networks) DIz #4514
(Propagation properties) % |

C CICHREEFAE...

W CCTEDLE DK ENEHZ TS 1D

. - -
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= FFELWWRIZEHFLAILD
limits) 2T H1FMICES D

= 5l Z (X, Counterparty credit...

HI{E D =% (Propagating Eviden

ce)

BXEMNANTET 52y (Underlying

10 518%

Vary Low{
Low
Medium {

.

210 4 High o

High

Vary High

Very Low

Very Low
- 100%
High

Very High Very High {

Spread of Retns Credit Ratings i portfolo

B8
Less than BBE

Spread of distbn Credit Ratings in o
perttclio 0 porsain 1
& ! .

Largest exposure to single derlv

Largest waposure 1o single & sten
counterparty

courterparty

@s et courterparties
over S pet

/

o

/

Corretaion between derivatve
{ courverparien

Correlson betmwen & v
courterparties.

) Milliman



E=A1)>4% (Monitoring)

= RATT U yhT—% (Bayesian Networks) DIz #4514
(Propagation properties) % |

W CCICUR D LAN)LDFEESDHE B

CCICEAIEFANS...

. - -
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JRAOLARILD)A

= ERD AVIEHE(E (Indicator values) Z AN B &) REIFIZxT
BYRILAILDIERHFIS

43

Reinsarance Counterparty Default Risk

Very Low BE015%

Low 14304%

Medium { 1.316%
High

Very High

== AR1)2% (Monitoring Risk Levels)

Vary High

Spread of Reins Credit Ratings in portfobo
Al 98101%)

AA

A

e88

Less than 886

Largest exposure 10 single reins Countesparty.

0.0-0.0¢
001-CCS—IHCQ
005-01
01-02
02-05
05-10

Percentage of rens courrlerparties over 5 pct

Spread of cistbn Crodit Ratings in | [ Spread of dariv cpty Credt Ratings|
o

parfoso

s :
eQ o
/
Percentage of detn ew% (Percertage ot deriv couerpartie
over 8 pat

ower B pet

Corr et aton tatween deri vative
couterpaies

) Milliman



1) 2728 1F (Risk Appetite)

s REIhTWA770—F:
— L RTLEZE (Systems thinking ) D7 7O—F%1E A
— Small/Simple A5 Large/Complex ~#5i5k vl B
- EDELSLETREOEE(CHEHAAEE
— IV—DUTRBHRADTFTILIERL
— JIYFRTEBEV TR T DOR—RF IR
— T—ANROETIIEMROM#EZEATESD
- EDRABEFBRENEREZF->THEATESIRXZE R
— “YRY"%#E O AFEE (Business terms) [ZEAER

44

. - -
Milliman



N
Rk — ARXL—L3F )L RS (Operational Risk)

Estimation

Distributions Aggregation X Aggregate

. 1} Annual Loss E\y$x Fyféﬁéﬂf;ﬁ
| , (Loss curves )DiEz
TEDIZELL)...

NS TR
D—OLLE AR IEERD
A>T IREEHT S

" ) Milliman



FHEDOEFOLA

Emerging Risk
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[i51 %8 O T /£

s E(FIITFEFRLIZCLN) XY (Hard to define rlsks)J’Et D EOITERH
L. DZFEDRSAN—0OFAFIYIRFREICLT,. EENLETET
JLIZHEA A S XHEE I TEHH?
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Iv—UU5 1) XY (Emerging Risk)

» ARV EZR (Entry) [ZBEL. YRI D573 $E (Risk
register) =& Z SR, —REIIC—DDINILZEREA
3¢9%

= LAL, REDIGE, JEIFE58MTIEAEL

» JYUFFHESANILZERALTL, [FHREMREe I 4628
MTES

= AR DTIZYIIZE>TUT DDA ATRE:

— EDVRIVEZRMNEUTNS D
— YROOFN)ADHFENEDISITHEIET HHDIEEE
— [FEOBENGFTIFDFHEMNY

48
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#E{E B9 R4 (Evolutionary Risk) 7 7O—F B

s LRI ELTDIVA—TS5A4 X )RY

= YROWNELT HBIEEEDISIZETILIETESD

= YRODEEIZE D EIFRREL =T H
- BEMEEOREFLN,ERR
— IRV BAFTIVIERVRTIVIER) RIIC T S8
— MBI —HYRID R

. - -
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SR (Cladistics) ERBER L

=& (Phylogeny) #E€]

» HBOHELEFD. BROBEREREIT AN IIL—TEHTET S5 LR
= INEDT I —TDHILDELXIEREITHEEENTES

= ZNT DT IL—TEOBEREMETES

s JRODZRHBERDIEEIZKST, LUTAATAE:

- ECTHAENRSGEIOTLDH IS

— FRIRIKF M (Path dependency) 21 XU D 1k (Co-evolution) &

HIZEARS
- BEEO-ORULERGEFETETE

— IV RIDETIVIED =D FIADER

50
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iz ER (Cladistics) D FiE — HH

YYAYFX

a b c d e f

salmon

0 0 0
shark [ 1 0
[ 1 1
lizard | 1 1

_— = D

= o O =

YYAFF sharl(
L :

i
oF
|

salmon  lizard

a. MU (Paired fins)
b. HZ( Jaws)
c. K=K H (Dermal bones)

d. N9 L (Fin rays)

e. fifi(Lungs)

f. XKD EF (Rasping tongue)

51
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A

B
C
D

52

Possible wa

< < Z2

Y

Most parsimonious solution

i iR (Cladistic) D7 FA—F

N
Y
N
N

s of organising the data

< < 2 Z2

Characteristics

Scenario . Chaacteristies
i 2 ] 3 | 4 | 5 | 6

N
N
Y
N

< < 2 Z2
Z < < Z

. - -
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YRVEEDBHERDEROTOER

Step 1

Produce initial
trees

Step 4

Combine set of
solutions for each

group

53

Prepare Data

Step 2

|dentify groups of
highly related risks

Step 5

Rejoin out groups
into a single final
tree

Step 3

Apply exact
algorithm to each

group

Step 6
Verify the tree

) Milliman



)R EE DTSR D 1ERL EARELE

(Construction and Verification of a Tree of Risk Evolution)

Case Study:
TAILSUEEEED

=X DORIRE

.I|In|

. - -
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1) 29414 (Risk Characteristics)

/

AERPBOM1TT\G— 255

95

Risk Characteristic

1.1 Portfolio risk selection

1.2 Portfolio Management

1.3 Claims management

1.4 Technical Reserving

1.5 Reinsurance arrangements

1.6 Longevity risk (Pension)

1.7 Pricing

2.1 Reinsurance Credit Risk

2.2 Insurance products credit risk+A23

Code

Blcooo\Jmm.bwml—\

2.3 Insurance operations credit risk
2.4 Invested assets credit risk

3.1 Asset and liability matching

3.2 Investment default

3.3 Currency risk

3.4 Basis risk

3.5 Property price depreciation

3.6 Equity risk

3.7 Interest rate risk

3.8 Commodity risk

3.9 Spread risk

4.1 Assets liquidity

4.2 Funding liquidity

4.3 Liability liquidity

4.4 FX liquidity

4.5 Intra-day liquidity

5.01 Internal fraud / Unauthorised Transactions
5.02 Internal fraud / Theft and Fraud
5.03 External Fraud / Theft and Fraud
5.04 External Fraud / System Security

NNNNNMNRNNNRNNNRERRRR R R P R
© O ~NOOUNWNRELRO®OONOUWUMNMWN P

5.05 Employment Practices / Employee Relations

5.06 Employment Practices / Safe Environment

5.07 Employment Practices / Diversity & Discrim.

5.08 Improper Business or Market Practices
5.09 Published Financial Statements

5.10 Advisory activities

5.11 Damage to Physical Assets

5.12 Bus disruption & sys failures / Systems
5.13 Transaction Capture & Maintenance
5.14 Monitoring & Reporting

5.15 Customer Intake and Documentation
5.16 Customer & Client Account Management
5.17 Trade counterparties

5.18 Vendors & Suppliers

5.19 Compliance with existing regulation
5.20 Increase in regulatory costs

5.21 Failure to implement Solvency Il

5.22 Cross sector funding FSCF

5.23 Product Flaws

5.24 Expenses overruns

6.1 Regulators

6.2 Corporate responsibility

6.3 Investors / JV Partners

6.4 Media

7.1 Legal, Public Affairs & Regulatory

7.2 Macro-Economic

7.3 Changing Claims Patterns

8.1 Internal

8.2 External

8.3 General

) Milliman
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1) 29451 (Risk Characteristics)

- l/,l'FOD ') ZO*F#IE% BHSID ) AV FEZEEDH D

56

RISk Characterlstlc

1.1 Portfolio risk selection

1.2 Portfolio Management

1.3 Claims management

1.4 Technical Reserving

1.5 Reinsurance arrangements

1.6 Longevity risk (Pension)

1.7 Pricing

2.1 Reinsurance Credit Risk

2.2 Insurance products credit risk+A23

] 2.3 Insurance operations credit risk

[HEN

2
3
4
5
6
4
8
9

=
o

. - -
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TAWSURICBITAREEDVRY VRIS FI)F

1. Economic Downturn

Failure to deliver the required scale and breadth of
Improvement plan benefits leading to under delivery of
projected 2011 UW result.

Business does not achieve planned growth.

4. ABC integration / alignment.

57

Loss of key intermediary / corporate account through
failure of intermediary or transfer of business to
competitor.

. - -
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REICHITEIEERDIVRY RIS FIF

58

Fail to recognize and protect portfolios against the
effects of larges losses and abnormal weather

Current review by Lord Chancellor requires reserve
strengthening for Ogden lump sum awards delivery of
projected 2011 UW result.

Adverse Bodily Injury trends continue to rise.

Insufficient rate within Commercial Property portfolios to
achieve required risk adjusted return

Fraud trends continue to rise

. - -
Milliman



T—3®D#(iF (Data preparation) — Ireland Data

= T RO F1) 4 (Rows as risks or scenarios)

= F I ROFEDTANIL (Risk characteristic labels)

T IXV RO F)FITE

HDYRAIFENFET

é;té_ﬁ

15
1.1 Portfolio 1.2 Portfolio 1.3 Claims 1.4 Technical Reinsurance
Risk ID | Risk Risk Selection | Management Management Reserving Arraignments

- Outcome of test Achats by ECJ — EU gender directive decision.

59

©

10
11
12
13

Economlc Downturn.

Fallure to deliver the required scale and breadth of
improvement plan benefits leading to under delivery of
projected 2011 UW result.

Business does not achieve planned growth.
ABC integration / alignment.

Loss of key intermediary / corporate account through failure of
intermediary or transfer of business to competitor.

Non-compliance with regulatory requirements, including
subsidiaries.

Inadequate Data Privacy procedures.

Risk of adverse development of Prior Year claims on X Book.
Repeat of catastrophic weather events.

Implementation of Periodic Payment Orders.

Failure of Software House.

Immature capability re direct and on-line channel.

XXX Insurance Ireland S&P downgrade.

. - -
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T—AR D% (Data preparation) — UK Data
T e

® S
cs|sg|eg|22|€s|55| £
S= | E ‘T cS| 2 E|l oc o
So|lEov| 8ol S|l og| 20 =
£ (2 R1OR| 28| £Eof o o
[Sl) clmecl|lFol|l 25| 2 ~
Co|lNS| 58| xx|XT| o o
~ == E| wgl|a2

Risk - e

Fail to recognise and protect portfolios against the effects of larges losses and abnormal

1 1 1 1

weather

Current review by Lord Chancellor requires reserve strengthening for Ogden lump sum awards 1

Adverse Bodily Injury trends continue to rise 1 1 1

Insufficient rate within Commercial Property portfolios to achieve required risk adjusted return 1

Fraud trends continue to rise 1

Focus on top line leads to a failure to maintain underwriting, pricing and controls discipline 1 1 1 1

resulting in negative bottom line impact

Inadequate reserves to cover Disease (asbestos, deafness, vibration white finger) and Abuse 1 1 1

claims

The European Court of Justice rules against gender based risk pricing in insurance contracts 1

(Achats)

Periodic Payment Orders (PPOs) adversely impact current reserve levels 1 1

Lack of capacity for key initiatives, deals and change programmes resulting in poor execution
and / or poor integration

Systemic Credit risk event such that default levels on unsecured credit reach 1991 levels or
default of a major counterparty

12 | Poor control of Delegated Authority Schemes business results in a loss
13  Fail to achieve business case for key initiatives, deals, change programmes

10

11

14 Inflation drives adverse impact on expense base and claims cost
- Fail to adapt and implement changes to the regulatory architecture, including Solvency Il
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60 Milliman



TAIWSUREREDRH{LEE

7 = Pricing. 38 = Trans Hh5 %Dt 535z &% (Clades)

3,8,9, 10, 11, 13, 16, 17, 18, 19, 20, 21, 24,55 .
B RE-1 Economic Downturn
49 Expenses overruns
Portfolio Management . .
. . 5 |RE-2 Under delivery of projected UW result
Pricing 2 Changing Claims Patterns .
4,56 Technical Reserving .
7 = |RE-9 Repeat of catastrophic weather events
L . 7 0 c .
Portfolio risk selectio B RE-10 Implementation Periodic Payments
45, 54 . .
: _ B RE-14 Outcome - EU gender directive
Changing Claims Patterns

= |RE-8 Prior Year claims on X Book
52, 53
= |RE-13
44, 46, 50 -
= —
== IRE6 YRY ARG FIA DS
. Vendors & Suppliers : B RE-S (R|Sk reg|ster)
37
B RE-11
38
5] = IRE-3 Bus doesn’t achieve planned growth
Int | . . .
%8 netna B |RE-4 ABC integration / alignment
Transaction Capture & Maintenance RONaB.icY haad ;
. B |RE-7 Inadequate Data Privacy procedures
Customer Intake and Decumentgiicg = |RE-12 | Immature capability re on-line channel
Customer & Client Account Management
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8,9, 10, 11
B 1 <-11
37
38, 40, 41 B LUK-10
B =12
49, 56
B k-14
management = W r
3
5, 56
4 B -7
Technical Reserving B g
46, 54, 57
B k=15
54 Legal, Public Affairs & Regulatory -
B -8
Pricing B |-
7
- - B LIl-4
Changing Claims Patterns
3, 56 Claims management
B }-3
1 Internal fraud / Unauthorised
el _ Transactions 3, 26, 39
Portfolio risk selection - 8 |I}-6
Portfolio M ' E
ortfolio Managemen o L1

7ikEF (Clades)

Fraud trends continue to rise

Inadequate reserves to cover Disease and Abuse claims

(PPOs) adversely impact current reserve levels

The European Court of Justice rules against (Achats)

Review by Lord Chancellor requires reserves rise

Insufficient rate within Commercial Property portfolios

Adverse Bodily Injury trends continue to rise

Failure to maintain underwriting, pricing and controls

Fail to protect portfolios against larges losses and

abnormal weather

Reinsurance arrangements =

62
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H AL %1 (Evolutionary Properties) MR

» BIEEORERS
— EIRD %I (Cascading bifurcation) BN RSN BE D (K. BSELLD
ERLGEHDT. IN—DUTYRIEEZLND
» RFEDHFRHBEICTHFORTHEET S
— BoEICERYBRT=OHFRORREICETHFNANICTES
s BRI EETHEFHZERET
— [RRELGEIFHO/NNI—2 DD HEHH?
= YR OB THEEMNERLTWSIGEE . ERHZM A
— —RRBIICIXY RDIIEHIZLS
s AN/ HEEEDOP THEOBA-1DLHLHN?
— ZDONFI—=2FFH LW RIADFHLMY LIEBFEE KL
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Expenses
overruns

Portfolio risk
selection

Transaction Capture
& Maintenance

Claims
management

Internal strategy

Pricing

Legal, Public
Affairs &
Regulatory



BEIC& DR EE,

(Leverages Existing Information

)

» WEINT= R P EEIEER (Risk register info) ZAULV\SF %

» 41 D4 %518 B (Characteristic classifiers) 0)?

o

L |

# 2

k3 - PO R
8% £ ® e £22E
5s 28 S 2k
. adl s 485 wzfnt
Risk ID Risk 3" =5 e
— Risk Characteristic Code | | 5.05 Employment Practices / Employee Relations 30
[Economic Downturn.
1.1 Portfolio risk selection 1| |5.06 Employment Practices / Safe Environment 31
Failurg to deliverthe required scale and breadth ofimprovement plan benefitsleading to under delivery 1.2 Portfolio Management 2| [5.07 Employment Practices / Diversity & Diserim. 32
#fpfoleded 2011UwW r_esult. 1.3 Claims management 3 | | 5.08 Improper Business or Market Practices 33
Business does not achieve planned growth. 1.4 Technical Reserving 4| [5.09 published Financial Statements 34
IABC integration /alignment. 1.5 Reinsurance arrangements 5 | | 5.10 Advisory activities 35
Loss of key intermediary / corporate account through failure of intermediary or transfer of businessto 1.6 Longevity risk (Pension) 6 | | 5.11 Damage to Physical Assets 36
lcompetitor. 1.7 Pricing 7 | |5.12 Bus disruption & sys failures / Systems 37
INon-compliance with regulatory requirements, including subsidiaries. 2.1 Reinsurance Credit Risk 8 | |5.13 Transaction Capture & Maintenance 38
Inadequate Data Privacy procedures. 2.2 Insurance products credit risk+A23 9| |5.14 Monitoring & Reporting 39
Risk of adverse development of Prior Year claims on X Book 2.3 Insurance operations credit risk 10 | |5.15 Customer Intake and Documentation 40
e 2.4 Invested assets credit risk 11 | | 5.16 Customer & Client Account Management 41
Repeat of catastrophic weather events. 1] 3.1 Asset and liability matching 12 | | 5.17 Trade counterparties 42
Implementation of Periodic Payment Orders. 1 3.2 Investment default 13 | | 5.18 Vendors & Suppliers 43
Failure of Software House. | | 3.3 Currency risk 14 | | 5.19 Compliance with existing regulation 44
Immature capability re direct and on-line channel. L — — 3.4 Basis risk 15 | | 5.20Increase in regulatory costs 45
XX Insurance Ireland S&P downgrade. :; :ropcrtv kpricc depreciation 1? :.iizallure to imflcr;’lem:socl:cncy I d:
— - L J I .
NWGytcom of test Achats by ECJ - EU gender direcivadas 2 imeret i 7 | Frrrrrr— ig
— 3.8 Commodity risk 19 5.24 Expenses overruns 49
3.9S5pread risk 20 | | 6.1 Regulators 50
4.1 Assets liquidity 21 | | 6.2 Corporate responsibility 51
4.2 Funding liguidity 22 | | 6.3 Investors / JV Partners 52
4.3 Liability liquidity 23 | | 6.4 Media 53
4.4 FX liguidity 24 | | 7.1 Legal, Public Affairs & Regulatory 54
4.5 Intra-day liquidity 25 | | 7.2 Macro-Economic 55
5.01 Internal fraud / Unauthorised Transactions 26 | | 7.3 Changing Claims Patterns 56
5.02 Internal fraud / Theft and Fraud 27 | | 8.1 Internal 57
5.03 External Fraud / Theft and Fraud 28 | | 8.2 External 58
5.04 External Fraud / System Security 29 | | 8.3 General 59
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2 #r (Analytics)

» BEILSN=URITOTD4— LB B E

¢ ¢
S 0
& D 73 AT AV AT HE
EV) 7] Ae . ‘
3 *
O i
- JA74—ILOEELHMN £
N ¢
: ¢
i
B {54t (1 vi
— - &
H i5]H nter connect|V|ty
— RJGEEZILDORHHE |
d~5"/ = s i,
LR RN R RS S A
Fraquency of Stte (Frequancy of State 0)
. Risk Score  Risk Score  Risk Score Risk Score  Risk Score Risk Score
Key evolutionary Number of Important | 0515 i T 5 w5 s T s T O >
UK-6 12 SC-1 18 XX-7 6 IRE-2 6 -2 6 c-1 11
CharaCter descendant CIade UK-1 9 SC-11 17 XX-23 5 IRE-7 6 1-10 6 Cc-3 10
riSkS UK-7 8 SC-3 14 XX-32 4 IRE-1 5 -11 6 C-8 6
UK-8 6 SC-15 13 XX-6 3 IRE-8 5 I-1 5 c-9 6
e el - - UK-2 5 sC-13 12 xxl 2 RE12 FE 4 C6 5
Transaction Capture & Maintenance (38) 13 B UK-4 5  SC-14 12 XX-4 2 IRE-14 4 -8 2 c-7 5
Legal, Public Affairs & Regulatory (54) 13 Clade G UK-9 5 sC-2 11 XX-31 2 IRE-4 3 1-12 2 C-5 4
K- 4 1 XX- 2 IRE-1 -4 1 c-4
Portfolio Management (2) 12 Subclade of A uIes SC10 & 3 0 3 3
UK-10 3 SC-7 5 XX-8 2 IRE-5 2 -5 1 C-10 0
Pricing( e . UK-12 3 SC5 4 X2 1 IRE-3 1 16 1
Internal (57) 7 D UK-14 2 SC-6 4 XX-28 1 IRE-6 1 -7 0
Claims Management (3) 7 C UK-15 1 SC-12 4 XX-29 1 IRE-11 1
- UK-11 0 SC-16 4 XX-9 0 IRE-13 1
Claims Management (3) 7 Subclade of F SC.o 3 YX.27 0
Portfolio Risk Selection (1) 6 Subclade of A 5C-8 1
Milli



JZY DAL (Risk Evolution) — H<1)—

= YROIZIE YT A REZLE R DDNAL Y H S

» KWVT A NIL. RFEF LD (Phylogenetic) 1T (&Y. LA
T D ESHIERETE S LD IFHR (Evolutionary information) Z{E Rk
TE5:
— 4#$A(Classification) . & 47349 X (Dynamics) . {&[7] (Direction) ., D%

ML) (Connections) . fEE & Z % (Interdependence) . 22 M 5&R L Vi
4 (Highly influential characters)

— EDIIITNRIDESDIREEIZIEY . D ESERI(Evolve) T56M
— > kO—)L(Controls) &IRtE (Environment) MED KSIZY RIS RTF
L (Risk system) [ZE2ZF B h
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H<1)—(Summary)

ARG RVERIE VAT L OBEAGREANDE
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FED)RIDAITSEEMIZE->TERLIZY oY TES
ZCTHBNALEY—IIEEDESE2ATOTEIZEHERTES
CCTCHBNALEEME BT IR FHFEERLGTELNDET S (L
MLARZED“Black Swans’ [Z¥ s TEAED TILAELY)
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