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Discussion Paper

Building the UK financial sector’s
operational resilience

(H{7) Bank of England DP 01/18 (July 2018)
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At its meeting on 19 June 2018, the Financial Policy Committee (FPC):

Agreed to set standards for how quickly critical financial companies must be
able to restore vital services following a cyber attack. Working with others,
especially the National Cyber Security Centre, the Bank would test that firms
would be able to meet the FPC'’s standard for recovering services.

(1) Record of the Financial Policy Committee mecting held on 19 June 2018
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“The Perfect Weapon”
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Paramount Pictures “The Perfect Weapon" (1991) David E. Sanger, "The Perfect Weapon:
war, sabotage, and fear in the cyber age" (2018/6/21)
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Adapted from ECIIA/FERMA Guidance on the 8th EU Company Law Directive, article 41

(F{737) 1A POSITION PAPER: THE THREE LINES OF DEFENSE IN EFFECTIVE RISK MANAGEMENT AND CONTROL (Jan. 2013 )
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(H477) Deloitte, The state of cybersecurity at financial institutions (May 21, 2018 )
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About FSARC

In 2016, the CEOs of eight banks — Bank of America, BNY Mellon, Citigroup,
Goldman Sachs, JPMorgan Chase, Morgan Stanley, State Street and Wells
Fargo — came together to proactively identify ways to enhance the resilience
of the critical infrastructure underpinning much of the US financial system.
The result is the creation of a long-term strategic initiative that performs
deep analyses of systemic risk across financial products and practices, known
as the Financial Systemic Analysis and Resilience Center (FSARC). The FSARC'’s
mission is to proactively identify, analyze, assess and coordinate activities to
mitigate systemic risk to the US financial system from current and emerging
cybersecurity threats through focused operations and enhanced collaboration
between participating firms, industry partners and the US Government.

T < FS-ISAC
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The 15t meeting of "Ise-Shima Cyber Group” (Oct 14, 2016)
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